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Tachis: Higher-Order Separation Logic with Credits for
Expected Costs

PHILIPP G. HASELWARTER, Aarhus University, Denmark
KWING HEI LI, Aarhus University, Denmark

MARKUS DE MEDEIROS, New York University, USA

SIMON ODDERSHEDE GREGERSEN, New York University, USA
ALEJANDRO AGUIRRE, Aarhus University, Denmark

JOSEPH TASSAROTTI, New York University, USA

LARS BIRKEDAL, Aarhus University, Denmark

We present Tachis, a higher-order separation logic to reason about the expected cost of probabilistic programs.
Inspired by the uses of time credits for reasoning about the running time of deterministic programs, we
introduce a novel notion of probabilistic cost credit. Probabilistic cost credits are a separation logic resource
that can be used to pay for the cost of operations in programs, and that can be distributed across all possible
branches of sampling instructions according to their weight, thus enabling us to reason about expected cost.
The representation of cost credits as separation logic resources gives Tachis a great deal of flexibility and
expressivity. In particular, it permits reasoning about amortized expected cost by storing excess credits as
potential into data structures to pay for future operations. Tachis further supports a range of cost models,
including running time and entropy usage. We showcase the versatility of this approach by applying our
techniques to prove upper bounds on the expected cost of a variety of probabilistic algorithms and data
structures, including randomized quicksort, hash tables, and meldable heaps. All of our results have been
mechanized using Coq, Iris, and the Coquelicot real analysis library.



—

E

Con'éfnq
P@Ss any ée]’ v :






C;?ﬂéek‘(:: MM] dd{O‘ ‘S‘E‘Wfff’l; /ajjpﬂ{‘mj ‘bdde

D(chazy iFo/ e id(nc7 CSPEED)

= Bloon oiftess C/%WWY/

- Hoghes
- M[[ZZ/ EaLin

A}M .. WQ Wan{ ‘Po _Vﬁptf Louno{ -ag pﬂbaél[f{%

Vcﬂf an ewor result




C;?'I&x‘f: Mau] o(a{a ‘S{"wfwc; /aj/p{;&pu 'bdg/e

D(chwy KFO/ e id(nc7 CSPEED)

= Bloon oiftess C/%WWY/
- H aghes

A}M .. WQ Wan{ ‘Po _Vﬁpﬂ' Louno{ -H,Q pﬂbaé{[f{%

foc o ewer resilt

E«szl’e \Sﬁyyon ’ae fléwn OVC 'ﬂe Vﬂ[fle :ﬁ

5 on  undesable emw resdg,

Ilow can WH bowm‘ %le e/for pﬁéaélé ar
SY




K€7’ ]d@a i: (ompufaaﬂ/' st as o PE}OVQCE,/



K€7 ](7[?/0\ i: Was > pEJOVQCE/
ERROR

%g OlenO“I) owﬂecshi,o OVC ¢ € R;o Eror C"@(’fé}

Credit 5}7[?{{/7 rule
7 e, L 46"« 4



K€7 lOl@a i tm;zm&@:mfa; o }?EJOVQCC/
FRROR

ég OlenO‘LF) owﬂecshi,o OVL ¢ € R;o Eror C"dfé}

Credit sf[if{fy rule
7 et k45"« 4e,

I eW) C(ealt{i One rq[e

/ r——
é |+ ot
C Wls/ ts Uvis 'In{ui'b'w.ef 'FMZ 777 )




Er}s
Tho of o
0/2 (AM/ ) Pm
Aé C{j? e }0% =
&z

$¢
. ”5”,
odue i

a v

‘o]l)(}'
567

ate 7 é/i/fe

eimina ’ ’.
e

T e

VB :



,<€, }a(ea 2 X C&&A—Prese(vin
7 feComyosiéfan \7

N X, ()

%gm < x

HT fanlp -7

féx.fra,.a an. é[)(,_(,))‘e LIS

The s THE moin rde o Eis/
O“sz rw(es retain Uz Samg )e-9.
flevy e v, gx.zl-vv,f&:cfj



DE Mmo
Hyprthos Geoa

Pf"ﬂ oVL QS () /eéumf:.] 1

< L-
2




Hyps thess

DE Mmo
Groad

{5%57 RS c)fv. vE IS

37 aa,e70°7 %wm of
(?ﬁs




o
DE

ey
Hyp 4
7

wp

| L\ 'E/o;



o
DE

H?'pvuw} >
él/z v. Vf'()z
p RS C)Z(
{W
L __
r (44

wp

Mt/
thet
L sb



DE Mmo

Groad

wp fef. x = rand ) 4
if x<2 ther « ey p_SC)

fvv#f

N X, ()
l\/ﬂ <

57 x S?rJMf (X.6) ¢ o€ <3



DE Mmo

Groad

wp fe{'. X= N (4

if x<2 ther ¢ el p_SC)

fvv#f

L
\ate - 9*/'3% _33/' =3
N X, ()

> €=
g x,§ rand an [XLG))\f r0§r§l\/§




VE Mo

H?fpv‘ule Graa‘e
7 X.0) ~
WP i n €2 ther n ebe PS5 ()
Cé% — g wpRS 0 fv wrj} ({V' VFL’)Z
O< n €2




A
><€y ]:O/eas OV[ M _ris
\i E&r:é\ Car l>€ fcqffzeol s o QE‘}'OVR[E

Errof

: l)/a/'C‘(S
it an dstibd acms
Z. 605%,\ C’a,,' JEA’PECTATIOI\/- PRESERVING MAMVEK




—

E

Con'éfnq
P@Ss any ée]’ v :



Pr“mc})?/@ of



Reall the aa(’equa7 Yhoorem of  Er

(455365 9 e el c o

We  know roing abod th probeblly of ¢ retun
a e Via ¢ [ ‘/

Whel ¢ fon-tewnstin 5 alo teold o

anh e/ /uﬁfaWotw "QSMIE .7



iﬂ ]éfOO/M Cr
Erij

ik



/4(7/5701&7 ﬂgorm @q{: E_r'at :

(é£> €(¢) ? Yhe Pfabaéi[f{7 e letwras
& volae in _5”’ 2/-¢




AO/Z7MGC7 ﬂeorm @q{: En';t i

9 ed® = 7,,5..51.2 o reboon
A volue fn R />/.f

E!‘ijt }\as Au rale; o(} Er?s .....

Quept

LoD 1aguction | fike -
[P/ Q-

b W

(48



)<€7 'ICIZO\ i Errof am'opiv[ica\efcm

g0
o ve' (4Ck-5')—#P) ¥ 42'LP
IMD-£e -Apmp

¢ LP

This s THE moin e of Erise



k€7 °|018a :(, Error am'opiv[icabb/l

oo s (4CL¢")—#P) % 45'FP
k7 | _
IVD-£e -Aymp
Z¢ P

T«nh‘r&on 'qu’ 7,001 LUVL 270 Rero’ Clla,i[J y MD’ You at qL&
to a;-yliv‘7 it [7 k>l r'eplﬂflau’y , )/ou will Zfllnﬂaﬂ/
(tach é [ ewor cad ?@‘(

ke =kt oP¢ > — L'\‘QZ/

—”f\S 1 WE hoA ful_e d{' Effﬁ{:



(Q& IG()éa 2 ' Effaf c/ca{i‘(g cha,n
/

THIN ATR !

(vg SPeseeer) e <@)
(P7 e <Q7

THIN-AIR

’}; PfoVE 0n7r Hoare ‘Efff[é, yam can 7&:«{2
Some AngTKAKILY small e credpf,



DE Mo
Croal
H?'pvuw}

Pf"o of RS () /e\‘#m:fy O
<yt




DE Mmo

H?tp.,‘ule &aaﬂ
Cet > Rs o< v vepD

97/ aolecl(l“"]
ersg




DE Mmo

H?tp.,‘ule &aaﬂ
él/z -Ewp RS () <V. V=O>

[ I AJWS



DE Mmo

Groad

Hyps thess
¢ 70

45

fwp

RS o <v. v

Thia - aic /ﬂw :)



DE Mo
Hlypvuw} Croal

¢ 70
é . -Ewp \QS () <V. V=O>
7%

(4(3-2) —* 2h—*
fwp RS o) Cv. v=o>)

Eecor ?AJWG In [ W[@

g20
k| ve' (4CL¢')—#P) %45k
P ("Eal:
e 1:=3/

Z¢ P



VE Mo

Hyp,-ﬂes'j Gl’aa‘e

¢ 70 'bWP IC{'. x= rand ) 4

éi iF <2 ther « ebe S ()
é[/z v vep)

(3.¢) *« Zh—%
& )\’wp RS <. V=O>)

N X, ()

Z N ¢ $x
n=0

(G 29 rmd Ny, 4 (K6) 4 0N




DE Mmo

Hyp,ﬂess &aaﬂ
€ 70 twp et x=n P
éXw&O i << 2 ther « ebe P5 ()

(3.¢) = 04 —X
[é )‘&Np RS o<w V=O>>

X, 2nn. 1§00 &0
2 else & n=| Ghen |

elee Ly3¢

v v=0)

N X, ()

Z N £ <
n=0

(29 rand NS 4 (X00) ¢ 06 < NS




VE Mo

Groad

3.¢) —k 7Hh—%
Cé( )&wp\QS 0 <v. V=O>)

Cwp i n €2 ther n obs RS €
v v=0)

Proceed b‘/ cadt 0"407 ’
| Cu(,(c'(% ""ﬂ



~ Error a,n]pjivtica{/f\w /’a/@

e

— :
Llror Cf@o{ /{5 OC O
JAh)  aqir

B0 e (4L’ )—#P) k45D
k7 |

Z¢ |P
*

(\f{ CPrFE€TEs) € (@)
(Pye <@7




A,éo Mofle }ﬂ ‘#L E’?’/Eréb /a/éf

—/Armof'éikao‘ (tason:
PfeSdm/»[f/y 'Iﬁ‘ﬁﬂ)‘

o ¢ C/\/) /l'.I/ls)g
and Ccv) W

Iy ¥
e

M“'V MAN}/ @mwﬂej
- Esca ? /1

bk’ SAT
MerE fe ‘Heej

Error Credits: Resourceful Reasoning about Error Bounds for
Higher-Order Probabilistic Programs

ALEJANDRO AGUIRRE, Aarhus University, Denmark

PHILIPP G. HASELWARTER, Aarhus University, Denmark
MARKUS DE MEDEIROS, New York University, USA

KWING HEI LI, Aarhus University, Denmark

SIMON ODDERSHEDE GREGERSEN®, New York University, USA
JOSEPH TASSAROTTI, New York University, USA

LARS BIRKEDAL, Aarhus University, Denmark

Probabilistic programs often trade accuracy for efficiency, and thus may, with a small probability, return
an incorrect result. It is important to obtain precise bounds for the probability of these errors, but existing
verification approaches have limitations that lead to error probability bounds that are excessively coarse, or
only apply to first-order programs. In this paper we present Eris, a higher-order separation logic for proving
error probability bounds for probabilistic programs written in an expressive higher-order language.

Our key novelty is the introduction of error credits, a separation logic resource that tracks an upper bound
on the probability that a program returns an erroneous result. By representing error bounds as a resource, we
recover the benefits of separation logic, including compositionality, modularity, and dependency between
errors and program terms, allowing for more precise specifications. Moreover, we enable novel reasoning
principles such as expectation-preserving error composition, amortized error reasoning, and error induction.

We illustrate the advantages of our approach by proving amortized error bounds on a range of examples,
including collision probabilities in hash functions, which allow us to write more modular specifications for
data structures that use them as clients. We also use our logic to prove correctness and almost-sure termination
of rejection sampling algorithms. All of our results have been mechanized in the Coq proof assistant using the
Iris separation logic framework and the Coquelicot real analysis library.



(M ain ‘Eakz oWy

U A—1T " "
- Errars /('af‘[f Car be /(alizlal as C/(cli{.
C amortizatisn / (oncafftrc7) *
; | feadscd
Ekpez{aém Pﬁ;(/(ﬁ? fv.[,( q‘;a/ f'a/ld I/l/ Lris

= A r ly}f;d? smaJﬁ efror credid



(M&(?/l 'Eaél o Ay >8<

U a—1T "
547 oy theadiz A

= Fros /st car be realized as cedit 7]
[ ‘
C ﬂr\ofCZat;lﬁ / (oncalferC7) ’ s

— Ekpeéfaéian szsw‘f? fu.L( \ﬁ/ rangh

LF;! 'éar( (A/o/'é

- Effof QMF['OQCG&'OA }I‘O{‘M‘éﬁn V/;/l{c’je
quyer Pﬂwezvcmfl r)
- Ar b}-bd? soall efeor credid

"Cancwrenty
= Lal7lcnﬂ7 ranclow;ze) afmic'cﬁ/
. A Wﬂimﬂm N Secw}ll?'

B Cﬂhfmwo-) O‘?S{t} La(,;,.\s L
\' Ohe Yoaic 0 rule ‘guh a”/q




)]

(O

12%7 Mo

I

uéﬂ rs 'P[’J )%l?




Ma?, o'Me( )(SW( [071'(5 40£ 04555«5;“[ 7 %y %/

w-o”

(4, 4 ~
¢, ~ P,
fopboty N T
) T
el & F 2o



